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Corporate Overview

NETWORK SECURITY LEADER

Fortinet is among the tOP 3 public
cybersecurity companies in the world. Its
broad portfolio of solutions spans
Network, Infrastructure, Cloud, and loT
Security.

$10BMkt Cap $1.8B—2017
(billings)
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340,000 Customers 30% of Appliance
Shipments Worldwide
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Gartner Magic Quadrant for Enterprise Network Firewalls, Adam Hills, Jeremy D'Hoinne, Rajpreet Kaur, 10 July 2017
Disclaimer: This graphic was published by Gartner, Inc. as part of a larger research document and should be evaluated in the
context of the entire document. The Gartner document is available upon request from Fortinet. Gartner does not endorse any
vendor, product or service depicted in its research publications, and does not advise technology users to select only those
vendors with the highest ratings or other designation. Gartner research publications consist of the opinions of Gartner's research
organization and should not be construed as statements of fact. Gartner disclaims all warranties, expressed or implied, with
respect to this research, including any warranties of merchantability or fitness for a particular purpose.
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Gartner Magic Quadrant for Unified Threat Management (SMB Multifunction Firewalls), Jeremy D'Hoinne, Rajpreet Kaur, Adam Hils, June
2017
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context of the entire document. The Gartner document is available upon request from Fortinet. Gartner does not endorse any
vendor, product or service depicted in its research publications, and does not advise technology users to select only those
vendors with the highest ratings or other designation. Gartner research publications consist of the opinions of Gartner's research
organization and should not be construed as statements of fact. Gartner disclaims all warranties, expressed or implied, with
respect to this research, including any warranties of merchantability or fitness for a particular purpose.



BUILT FROM THE GROUND UP TO DELIVER TRUE INTEGRATION END TO END
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Breach detection

Random Detection
(average ~200 days,
prior to response)
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Verizon 2016 Data Breach Investigations Report, April 2016
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70-90%

OF MALWARE SAMPLES ARE UNIQUE
TO AN ORGANIZATION
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Key FortiSandbox Components KONFER

ENCIJA
W A Distribute real-time updates Porec

A Feed global systems
Aldentify the ultimate aim, call back &

Call Back Detection : exfiltration
AMitigate w/FortiGuard updates

AExamine real-time, full lifecycle activity to
get the
threat to expose itself

* Full Virtual Sandbox |
AQuickly simulate intended activity

A0S independent and immune to

Cloud File Query : evasion/obfuscation

AcCheck community intelligence & file reputation

AV Prefilter : AApply top-rated anti-malware engine
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A Good Sandbox Reduces Dwell Time, Risk, Impact COMBIS
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Random Detection
(average 200 days,
prior to response)

Sandbox Onl
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Integrating Sandbox with NGFW/WAF Speeds Response COMBIS
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Random Detection Sandbox Only Sandbox +
(average 229 days, Detection &
prior to response) Response (days)
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. SR
How To Move From Detection/Response To Prevention” COMBIS
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Random Detection Sandbox Only ~ Sandbox + Sandbox +
(average 229 days, Detection & NGFW/WAF =
prior to response) Response (days)  Detect & Respond
(minutes)
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Flexible input methods

Devices: Fortimail, FortiGate, FortiWeb and
Forticlient can provide the fortiSandbox with B .
samples as part of the Security Fabric. 't9

4 CARBON
" BLACK

Sniffer/ TAP: ports mirroring / Span ports
configured on a switch, TAP device

Network shares standard CIFS or NFS shares
can be inspected.

API/ On-demand JSON API is available to all
third party devices. WebUI is an easy way to
post a sample and check the result of the
analysis.

+third party integration: Carbon black, ICAP,




How Does It All Work?
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The Fabric allows integration of existing security solutions
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A Cyber Threat Alliance:
I Fortinet + Palo Alto Networks founded CTAT may 2014
I Defined as Cyber Defense Consortium; goal is to have Automated Threat Intelligence
Sharing Platform
I Now it extended to
A Check Point
A Cisco Security
A Symantec
A McAfee
A Juniper Networks
A Sophos
A RSA
Aé
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Fortinet Security Fabric T upstream/downstream insights
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Remote login to downstream FortiGates

A Login into downstream FortiGates from the
upstream FortiGate
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More visibility
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Easy apply
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Thank you for your attention!
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