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Corporate Overview

Fortinet is among the top 5 public 

cybersecurity companies in the world. Its 
broad portfolio of solutions spans 
Network, Infrastructure, Cloud, and IoT
Security.

30% of Appliance 
Shipments Worldwide

340,000 Customers

$10B Mkt Cap $1.8B –2017
(billings)
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BUILT FROM THE GROUND UP TO DELIVER TRUE INTEGRATION END TO END
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Random Detection
(average ~200 days, 

prior to response) 
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Breach detection



Sources: 
Verizon 2016 Data Breach Investigations Report, April 2016

70-90%
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Key FortiSandbox Components

Call Back Detection

Full Virtual Sandbox

Code Emulation

Cloud File Query

AV Prefilter

ÅQuickly simulate intended activity
ÅOS independent and immune to 

evasion/obfuscation

ÅApply top-rated anti-malware engine 

ÅExamine real-time, full lifecycle activity to 
get the 
threat to expose itself

ÅCheck community intelligence & file reputation

ÅIdentify the ultimate aim, call back & 
exfiltration
ÅMitigate w/FortiGuard updates

Intelligence Sharing ÅDistribute real-time updates
ÅFeed global systems



Random Detection
(average 200 days, 

prior to response) 
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A Good Sandbox Reduces Dwell Time, Risk, Impact



Integrating Sandbox with NGFW/WAF Speeds Response
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How To Move From Detection/Response To Prevention? 
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Å Devices: Fortimail, FortiGate, FortiWeb and
Forticlient can provide the fortiSandbox with
samples as part of the Security Fabric.

Å Sniffer / TAP: ports mirroring / Span ports
configured on a switch, TAP device

Å Network shares: standard CIFS or NFS shares
can be inspected.

Å API/ On-demand: JSON API is available to all
third party devices. WebUI is an easy way to
post a sample and check the result of the
analysis.

Å + third party integration: Carbon black, ICAP,
…

Flexible input methods
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FCL
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TAP

API
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How Does It All Work?



The Fabric allows integration of existing security solutions
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ÅCyber Threat Alliance:

ïFortinet + Palo Alto Networks founded CTA ïmay 2014

ïDefined as Cyber Defense Consortium; goal is to have Automated Threat Intelligence 

Sharing Platform

ïNow it extended to

ÅCheck Point

ÅCisco Security

ÅSymantec

ÅMcAfee

ÅJuniper Networks

ÅSophos

ÅRSA

Åé





Fortinet Security Fabric  ïupstream/downstream insights





Remote login to downstream FortiGates

2

0

ÅLogin into downstream FortiGates from the 
upstream FortiGate



Sending all logs to a single FortiAnalyzer
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More visibility

2

2



Easy apply
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Hvala na paģnji!

Thank you for your attention!


